3gsier | Contract

Yo GeM /5

» . »
-r e Marketplace  AZadi kg
Amrit Mghotsav

Effcient = Trarparent - Inclusive

ﬂaﬂ'ﬂm| Contract No: GEMC-511687725572747
3iai fafe| Generated Date : 16-Mar-2024

Tra+ faarur| Organisation Details

U=y | Type : State Government
AT | Ministry : -

fa¥mT| Department :

Fi1e &1 919 | Organisation Name :

Frafe 87| Office Zone:

Home Department Jammu and Kashmir
Jammu and Kashmir Police
SSP Security Srinagar Kashmir

@R faazor| Buyer Details

Tg | Designation :

Fudh HeR | Contact No. :

EAt gt | Email ID :

Sigeéremgy | GSTIN :

udr| Address :

BUYER

0194-2452033-

gembuyer.sspseckmr@jkpolice.gov.in

SR. SUPERINTENDENT OF POLICE (SECURITY), SECURITY
LINES, TATOO GROUND, BATMALOO DISTRICT SRINAGAR,
JAMMU AND KASHMIR PIN 190010 LANDLINE 0194-2452033
MOBILE NO. 9419478832,

SRINAGAR, JAMMU & KASHMIR-190010, India

farfta wfiepfa faaror | Financial Approval Detail

3w wenfd| IFD Concurrence : No
HRITEfAe STAIGH T e
. . - ! . SSP Kashmir
Designation of Administrative Approval:
faxfta srgies @1 ueam
l SSP Kashmir

Designation of Financial Approval :

ST wiferRRoT faeRor| Paying Authority Details

Role:
ST T A |
Payment Mode:

U< | Designation :
£t améEt| Email ID :

SHTEEemge | GSTIN :

Udr| Address:

PAO
Offline

PAO
gempao.seckmr@jkpolice.gov.in

SR. SUPERINTENDENT OF POLICE (SECURITY), SECURITY
LINES, TATOO GROUND, BATMALOO DISTRICT SRINAGAR,
JAMMU AND KASHMIR PIN 190010 LANDLINE 0194-2452033
MOBILE NO. 9419478832,

Srinagar, JAMMU & KASHMIR-190010, India

fathar faaror | Seller Details
S fashar améet| GeM Seller ID : 70C4220007154027
et &1 A | Company Name : SB ENTERPRISE
dudhs FeR | Contact No. : 07006346969
gad Y| Email ID : sbenterprise.jk@gmail.com
Karan Nagar,BALGARDEN,
Tar| Address : .
Srinagar, JAMMU & KASHMIR-190010, -
THTEEHE Usfievor T | MSME Registration number @ -
SHqEétemsge | GSTIN: 01AWYPB6118)1ZH

*fSich T o uer § GST/TAX gHarsH Usr fehar SITQem| GST / Tax invoice to be raised in the name of - Buyer

faemor f7&s1 | Delivery Instructions : NA

3Iare faaror| Product Details

Tea
(INR # @it
3MgeH ECOE] =, e AR IR
- faRor| | 5 | (INISTI = (INR)] afga)|
# SseH Item Description N oo Tax Bifurcation -
I P Ordered | Unit Unit Price (INR) Price
Quantity (INR) (Inclusive of
all Duties and
Taxes in INR)
3d1E &I M | Product Name : iStorage 5000 GB Encrypted Removable Storage Media
#ig|Brand : iStorage
§ig UK |Brand Type : Registered Brand
ean i fRAF) Catalogue Status: Catalogue not verified by OEM
1 | & TS T | Selling As : Reseller not verified by OEM 2 pieces 12,500 NA 25,000
Sroft &1 T 3k Tgufer| Category Name & Quadrant : Encrypted Removable Storage Media
(Q3)
#iset| Model: 1S-DA2-256-5000-B
q?mﬂqqaﬂﬂ HSN Code: HSN not specified by seller
Gl A€ 7 | Total Order Value (in INR) 25,000
wRfSeh fgaror| Consignee Detail
. AR &
fetien & 91e kS
S qs HETE|
<iie FeR | = Delivery To
@.4.|S.No wRfudt| Consignee aY|Item Lot No. HET| Quantity| HETE| Bery
: Delivery Start
Completed
After
By




U< | Designation : BUYER

¥udh| Contact : 0194-2452033-

&ae 3mgdt | Email ID : gembuyer.sspseckmr@jkpolice.gov.in

SHeGESEeT| GSTIN : - iStorage 5000 GB
1 uaT| Address : SR. SUPERINTENDENT OF POLICE (SECURITY), SECURITY | Encrypted Removable - 2 16-Mar-2024 | 31-Mar-2024
LINES, TATOO GROUND, BATMALOO DISTRICT SRINAGAR, JAMMU Storage Media
AND KASHMIR PIN 190010 LANDLINE 0194-2452033 MOBILE NO.
9419478832,
SRINAGAR, JAMMU & KASHMIR-190010, India
Product Specification for iStorage 5000 GB Encrypted Removable Storage Media
faf&=1| Specification Iu-fafF&ar| Sub-Spec 7| Value
Category Appliance

BASIC INFORMATION OF ENCRYPTED REMOVABLE
STORAGE MEDIA (GOLDEN)

Platform type

Platform independent

Types of Licence

Perptual

OEM Model / Part No

1S-DA2-256-5000-B

Software Description

Software Free Setup

Software Version

Hardware Encryption

Version Name

built-in Keypad HDD

Date of Launch of Version

Software Free Setup

Number of years upto which support(Warranty) is available from OEM

3

FEATURES AND FUNCTIONALITY PARAMETERS OF
ENCRYPTED REMOVABLE STORAGE MEDIA (GOLDEN)

Policy covering the use of removable storage devices

Types of devices permitted

Phases involved to ensure secure data transfer via encrypted removable storage
devices

Data Encryption / Decryption
Phase

Types of Encryption

Hardware based encryption

Whether Device is accessed with Unique Authentication

Yes

If yes, how many Users / Unique Authentications can be registered

Tuser,1admin

Connectivity Interface

USB 2.0,USB 3.0

Storage Capacity (GB) 5000

Read Speed (Mbps) 128

Write Speed (Mbps) 128

Provision for Encryption module in between a USB host and the USB device such that v
es

encrypting data before it is written to the storage and decrypting while it is read

Provision to allow users to safely transport and use data on portable media, and to v
es

securely distribute data via email

Prevents unauthorized access to information on lost or stolen removable storage v
es

devices

Encryption algorithms for encrypting the data stored

AES (Advance encryption system)
-256

Types of authentication involved

Identity-based authentication

Unique authentications are stored & validated via

Within the Device

Cryptographic module supports two roles

Administrator,General User

Robust cryptographic protection and key management

Yes

Techniques used in Cryptographic Key management

PIN Access Codes

If Others, then discribe techniques used in Cryptographic Key Management

FIPSPUB 197certified

Granular file-level data encryption policies No
Support for password or digital certificate user authentication keys No
Administrative master recovery certificate No
Token/smart card (with Advanced Authentication) No
"Workgroup keys for seamless access to data by members of the same workgroup No
Complete read/write access to encrypted files Yes
Allow portability of data and programs Yes
Capable of holding large quantities of data Yes
Encryption of confidential data Yes




FEATURES AND FUNCTIONALITY PARAMETERS OF
ENCRYPTED REMOVABLE STORAGE MEDIA (GENERIC)

Whether multiple Storage Partitions can be created in the Device No
If yes, how many Storage Partitions NA
Whether Device is protected from Tampering Yes

If yes, then describe the protection mechanism

Temper Proof Design

Superior password protection Yes
Audit file activity to track data moving in and out of your organisation No
Provide remote content backup for users who transport critical data No
Remotely disable devices when lost or compromised and performing remote password No
resets when forgotten

Ensure endpoint-host computer systems equipped with up-to-date anti-virus software No
Allow business processes to continue in a secure manner Yes
Fast transfer speed Yes
Automatic data backup and antivirus protection No
Saves data locally and restore globally No
"Easy to use (No host installation required) " Yes
Data protection is device dependent Yes
Track data movement No
Maintain an audit log of all files copied/from the drive No
Centralized consoles for making real-time status inquiries and generating historical No
reports

Report various status tracked by data protection strategy NA
Provision to maintain a list of all end point systems that have been authorized for use No
with flash media

Endpoint Security Agent encrypts all data stored on any removable storage device No
connected to the device

Allow user to use password or key encrypted files Yes
User is required to specify a strong encryption password Yes
Prompt user for encryption password one time only No
Copy standalone decryption tool to removable storage devices No
Support self-encrypting capabilities Yes

Security measures

Data-in-motion encryption

SUPPORTED HARDWARE REQUIREMENT PARAMETERS

Centralized authentication service No
Require no user intervention when data is written No
Highly flexible Yes
Non-disruptive to end users Yes
Minimum RAM Size requirement Any
CPU required Any
Other specifications, if any NA

Operating Systems supported (Driver)

Android,Windows,Linux,Mac

Supported Devices

Any

Supported Servers

Any

Maximum user handling capability

Upto25,Upto100,Upto1000,Upto
5000,Upto10000,Above10000

GENERIC PARAMETERS OF ENCRYPTED REMOVABLE
STORAGE MEDIA

Installation and Demonstration Yes

No of days Training Provided at Site upto to 5
List of items included in the package HDD
Hyper link to Data sheet icons.net.in
No of Software sold NA

Number of User Referance no 1 with in Government Department email phone no Of
concerned authority where Software/Appliance installed

Details of Government Department email phone no of concerned authority where

Not sold to any one




| Software/Appliance installed for above

feoft| Note:: Seller has given an undertaking that it has made arrangements for getting the stores from an authorized distributor / dealer / channel partner of the OEM of the
offered product. At the time of delivery of goods, Seller will provide necessary chain documents (in the form of GST Invoice) to prove that the supplied goods are genuine and are
being sourced from an authorized distributor / dealer / channel partner of the OEM. In case of any complaint about genuineness of the supplied products, Seller shall be
responsible for providing genuine replacement supplies.

Eefiefisft fgaRor | ePBG Detail

NA

7 3R 21d | Terms and Conditions

1. General Terms and Conditions-

1.1 This contract is governed by the General Terms and Conditions, conditions stipulated to this Product/Service as provided in the Marketplace.

1.2 This Contract between the Seller and the Buyer, is for the supply of the Goods and/ or Services, detailed in the schedule above, in accordance with the General Terms and

Conditions (GTC) unless otherwise superseded by Goods / Services specific Special Terms and Conditions (STC) and/ or BID/Reverse Auction Additional Terms and Conditions
(ATC), as applicable

ie: 75 O SRS IS &1 IS BEIER Sl STaTehdT ol ¢ 59 GEITaS T e SIS T/ S5 & [y AT 761 81

Note: This is system generated file. No signature is required. Print out of this document is not valid for payment/ transaction purpose.
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